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Abstract

The use of blockchain technology in the financial sector has gained significant attention in
recent years, due to its potential to improve efficiency, transparency, and security in financial
transactions. Blockchain technology's privacy and security issues, together with the possibility
of fraud and hacking, are a significant worry for the financial sector. The aim of this study is
to analyze the privacy and security risks posed by blockchain technology in the financial
industry and to determine how well security features and privacy protections work towards
fraud and hacking. A literature review of journals articles and research paper are all part of the
study design, which uses a systematic investigation approach. The results of the study will
provide insights into the security and privacy challenges of blockchain technology in the
financial sector and will inform stakeholders about the effectiveness of security measures and
privacy features in preventing hacking and fraud, and the impact of security and privacy on the
adoption and usage of blockchain technology in the financial sector. The findings of this study
will contribute to the body of knowledge on blockchain technology and security and privacy
challenges in the financial sector and will inform policymakers and regulators on the

development of regulations and standards for ensuring the security and privacy of blockchain
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Introduction

A blockchain is a shared distributed database or ledger that exists across all computer nodes in
a network. A blockchain serves as an electronic database for storing data in digital form.
With cryptocurrency systems like Bitcoin, blockchains are widely known for maintaining a
secure and decentralized record of transactions. The data organization on a blockchain differs
from how it is traditionally organized. A blockchain collects data in units called blocks, each
of which contains a collection of data. A blockchain known as the blockchain comprises
blocks, each of which has a set amount of storage space. When a block is full, it is sealed and
connectedto the block before it. Every additional piece of information that comes after that
newly addedblock is combined into a brand-new block, which is then added to the chain once

it is full.

Blockchain aims to enable the distribution and recording of digital information without its
editing. Therefore, a blockchain serves as the basis for immutable ledgers, or records of
transactions that cannot be changed, removed, or destroyed. Because of this, blockchains are

often referred to as distributed ledger technologies (DLT).

In recent years, blockchain technology has emerged as one of the most ground-breaking and
disruptive technologies. It has transformed a number of businesses, including the financial one.
Blockchain technology is a secure, decentralised ledger system that makes the transfer of
digital assets quick and easy. Blockchain technology is being utilised in the financial industry
for several purposes, including payment systems, digital identity management, and anti-money

laundering (AML) initiatives.

The adoption of blockchain technology in the financial industry has been hampered despite its
potential advantages by several security and privacy issues. The likelihood of hacking and
cyberattacks has grown along with the growing use of blockchain technology in the financial
industry. Furthermore, owing to the transparency of the blockchain ledger, the privacy

characteristics of the technology are under scrutiny. For blockchain technology to be used
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safely and securely in the financial industry, these security and privacy issues must be resolved.

Therefore, it is essential to study the security and privacy challenges of blockchain technology
in the financial sector. This study aims to explore the impact of these challenges on the adoption
and usage of blockchain technology in the financial sector, including the risk of hacking and
fraud. The study will also evaluate the effectiveness of the security measures and privacy
features of blockchain technology, as well as the regulations and standards for ensuring the

security and privacy of blockchain technology in the financial sector.
Objectives:

e To evaluate the impact of security and privacy challenges on adopting and using

blockchain technology in the financial sector.

e To explain the effectiveness of blockchain technology's security measures and

privacyfeatures in preventing hacking and fraud.

e To generate practical recommendations that ensure the security and privacy of

blockchaintechnology in the financial sector.
Literature Review

(Trivedi et al., 2021) The unique technological capabilities of blockchain can revolutionize the
financial industry while increasing its transparency and confidence in cyberspaces. Blockchain
has the potential to significantly enhance banking, capital markets, insurance, and international

commerce when combined with technologies of field-sensing like IoT and AL

(Andoni et al., 2019; Sharma, 2018; Yoo, 2017) Prominent banks in India, such the Reserve
Bank of India (RBI), Yes Bank, Axis Bank, and the State Bank of India (SBI), are thinking
about implementing blockchain technology, which may be a quicker, more transparent, and

more secure means to serve their consumers better.

(Zheng et al., 2018; Nofer et al., 2017) The largest bank, the State Bank of India, was the first
to create a blockchain consortium for financial transactions made up of roughly ten institutions.
The bank has finished its first blockchain-based project, which will allow its users to
communicate Know Your Customer (KYC), Combating the Financing of Terrorism (CFT),

and Anti-Money Laundering (AML) issues. However, this technology hasn't yet been proven
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in terms of knowledge.

(Andoni et al., 2019; Rijmenam, 2018; Eyal, 2017) Blockchain technology may present
options for postal organisations, including decentralized platforms, secure record-keeping, and
quick transaction systems. This industry is beginning to investigate blockchain to enhance its
operations, like the banking industry. Various banks use various strategies when experimenting
with and implementing this technology. Some banks look at choices internally first, while

others try to utilise technology to look at options between banks.

(Andoni et al., 2019; Knirsch et al., 2019; Zhang et al., 2018) The data structure that records
many transactions and upholds the data's decentralisation, security, and transparency is

accurately represented by blockchain technology.

(Zhang et al., 2020) In the traditional banking system, third-party facilitation adds a cost of 5
to 20% to remittances, especially when sending money internationally. The cost of remittances
using blockchain is 2 to 3%. The use of cryptocurrency, however, may present certain
difficulties in the payment process. Payments made using cryptocurrency may thus not be

possible until a balance of interests and legislation across nations is reached.

(Andoni et al., 2019; Puthal et al., 2018) The most claimed advantages of blockchain
technology include cost effectiveness, above-average earnings, improved recordkeeping
systems, smart digital contracts with universal online identity systems, a safe digital platform,

room for innovation, and a lack of governmental constraints.

(Helo and Hao, 2019; Swaniti initiative, 2018; Kewell et al., 2017; Kshetri, 2017) Blockchain
allows for the direct sharing of databanks without the involvement of a primary owner. They
also listed a few benefits, including exceptional data quality, data longevity and dependability,
empowered users, long-term viability, process honesty, transparency, and immutability, a
streamlined ecosystem, accelerated transaction speed, and much lower transaction costs. In
summary, blockchain will encourage the system to become more robust by assisting banks with
the authentication, fusion, and trading of economic statements, the validation of agreements,

the retention of reviews and audit trails, and the prevention of money laundering.
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(Chang, V., Baudier, P., Zhang, H., Xu, Q., Zhang, J. and Arami, M., 2020) Whereas the bank
is a centralised institution, the Blockchain is decentralised. If a centralised system can be
created using the Blockchain's underlying technology. Blockchain technology is now being
employed in banks. Supply chain finance and payment settlement are just a few of the business
sectors where it is being used in order to better understand clients and identify potential anti-
money laundering concerns. Second, the use of automation and smart contracts is increasing
productivity, reducing costs, and reducing operational risks and fraud in the financial services
sector. This technology may alter the financial business paradigm, allowing intelligent

employees to focus on more difficult cognitive tasks.

(Younus, D., Muayad, A. and Abumandil, M., 2022) The existing financial system has a
number of issues that require the creation of distributed, decentralised solutions. Decentralized
solutions that protect the confidentiality and integrity of financial data have the potential to be
made possible with the help of blockchain technology. Financial industry adoption of

blockchain technology.

(Kumari, A. and Devi, N.C., 2022) FinTech will bring about significant improvements in
investing practises that provide superior client data supported by blockchain technology.
Blockchain in FinTech can offer a lot more effective financial alternative than what we
presently have since it is based on equity and decentralisation. FinTech's blockchain-based
ecosystem provides swift money transactions, excellent security, and transparent financial

tracking.
Research Question:

e How does the security and privacy of blockchain technology in the financial sector

impactthe adoption and usage of blockchain technology?

e How effective are blockchain technology's security measures and privacy

features inpreventing hacking and fraud?

e How the regulations and standards are effective for ensuring the security and
privacy ofblockchain technology in the financial sector in mitigating the risk of

hacking and fraud?
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Research Methodology

This study aims to will provide insights into the security and privacy challenges of blockchain
technology in the financial sector and about the effectiveness of security measures and privacy
features in preventing hacking and fraud, and the impact of security and privacy on the adoption
and usage of blockchain technology in the financial sector. Integrative review is the most
beneficial and acceptable method to accomplish the objective of this study. This study may
evaluate, analyze, and synthesize the literature on Blockchain technology by using an
integrative review technique, which enables the development of a taxonomy or categorization
of significant difficulties. Ebsco, ResearchGate, and Scholar Google were used to extract
pertinent literature on blockchain's advantages, prospects, costs, dangers, and obstacles in the
context of banking and financial services. The following keyword combinations were part of
the search criteria: Blockchain OR Block chain AND (Banking and Finance OR Fintech )
AND Challenges OR Benefits OR Benefits OR Risks OR Security. The security and privacy
of blockchain along with are then captured using the literature that has been extracted, and
secondary research is used to create a blockchain analysis framework and taxonomy that
identifies and groups the major influencing factors, such as advantages, disadvantages,

opportunities, and risks for the banking and finance industries.
Discussion

The distributed ledger technology based on blockchain has a lot to offer new financial services.
Internet communications are starting to be impacted by blockchain. Networks have the power
to completely alter how things operate and are closely related to the digital technologies that
are revolutionizing most sectors. As information technology has made peer-to-peer (P2P) and
mass media communications possible, blockchain technology will significantly alter the
banking and financial sector. Blockchain makes it possible for users to send and receive money
instantaneously, securely, and for a minimal transfer charge enabling quick transactions
without the involvement of a third party, which lowers or eliminates the possibility of hacking.
With other elements of the fourth industrial revolution, such as blockchain networks and
financial technology firms' preparedness for the digital platform and other services, the
digitization of banking and financial services is left unfinished. With quicker reaction times

and more proficiency in providing secure and straightforward financial transactions, digitalized

Volume 8, Special Issue 5, April 2023
DIET - National Conference on Emerging Trends: A Road to DIET Page No. 73
(Digitalization, Innovation & Endurable Transformation)




P
//“ e L{'!f;\‘\
P\ | ] 760

T* 23\ Vidhyayana - ISSN 2454-8596

\ | An International Multidisciplinary Peer-Reviewed E-Journal
e 4 www.vidhyayanaejournal.org
m Indexed in: Crossref, ROAD & Google Scholar

banking services rigorously examine outdated, tradition-based company structures and

methods.

1. Types of Blockchain

Public Blockchain- All public blockchains are open-source. Anybody may engage in the
transactions made possible by this sort of Blockchain, everyone can see what blocks are being
added, and anyone can participate in the consensus process, which determines what blocks are

added to the chain and what its current status is.

Closed Loop Blockchain- A Closed Loop blockchain differs from a public blockchain in that
only a small number of carefully chosen nodes are given the authority to validate transactions.

The ability to read a blockchain may be granted to everyone or only to participants.

Private Blockchain- One organisation may only have write permissions. Database
administration and auditing, or regions unique to a single entity where it is not necessary to

grant the public the opportunity to view or check, are major uses
2. How does Blockchain works?

" BLOCKCHAIN & BANKING — "

Developed as a tracking database in 2009, Blockchain is now drawing interest from established players
in the banking industry. Here's what you need to know about this potentially disruptive technology.:

Blockchain is basically a distributed and shared database of transactions that facilitates
exchange of value. It's like a giant global spreadsheet which eliminates the need for third
parties to validate transactions, reducing intermediary fees and increasing transparency.

o

e
S

Transaction is Transaction is Block is The network The irreversable, Monetary
initiated unified like a block shared across approves the approved block is exchange is
2 the network transaction added to chain completed
A 2

T

No single entity holds control over the

system. All members of the blockchain

are equally responsible for enforcing and
approving all the transactions.

All transactions are recorded transparently
on a distributed ledger, hence the trust

levels among stakeholders are high.

Every transaction in a blockchain is verified by all the members
of the network which restricts manipulations and improves
security.

Figure:1
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A block is where the records of all the transactions are kept when data on a blockchain is
accessed or changed. By the use of distinctive, immutable hashes like those produced by the
SHA-256 algorithm, stored transactions are encrypted. Older data blocks are not overwritten
by new ones; instead, they are added together to allow for the monitoring of any changes.
Moreover, since all transactions are encrypted, records are unchangeable, allowing the network

to detect and reject any alterations to the ledger.

When transactions are progressively and endlessly recorded and these blocks of encrypted data
are continuously chained to one another, a flawless audit history is created that enables access

to previous iterations of the blockchain.

The majority of nodes, often referred to as consensus mechanisms, must check and certify the
legality of new data when it is uploaded to the network based on permissions or financial
incentives. A new block is made and added to the chain when agreement is obtained. The

blockchain ledger is then updated on all nodes.

The first node in a public blockchain network to reliably demonstrate the authenticity of a

transaction is rewarded financially. It is known as mining to do this.

3. Applications of Blockchain in Financial and Blockchain Sector

Table 1: Application of blockchain in financial sector

Application Description Benefits

Provide banking services to smalland
medium-sized businesses (SMEs)
The financial tools and goods usedby| and businesses that oftenengage in
businesses to support international | open account trading.

trade and commerce are referred to | Digitizing labor-intensive paper

as trade finance. operations helps cut operational
expenses. Accelerate trading and
fundingapproval cycles.

Trade Finance

KYC means Know YourCustomer,
while creating an account and on an
ongoing basis, KYC checks are
required to identify and confirm the
client'sidentity.

Real-time tracking andmonitoring of
data changes. Financial Institutes
have directaccess to data, speeding
up data collection and processing.

KYC
Verification
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This has speedy funding; Transaction
any kind of transaction in which the | information isembedded into the

Cross- Border | payer (the client) and the recipient | immediate payment. Moreover, it is

Payment (the business) are bothsituated in possibleto stop the transfer of
separate countries. customer information between

jurisdictions.
Businesses use the blockchain asa
. . | platform to automate and streamline
A group of commercial and financial . .
supply chain financing procedures.
. procedures supported by technology - . .

Supply Chain hat offer flexibl ¢ choi Thisimproves efficiency and assist

Finance that otfer flexible Payment ChoICes 1 i or firms cut operating costs. The
to a buyer and one of their suppliers lockchain al Kes it casi
at lower financing rates. blocke i aiso makes 1t casier.

for parties to transactions to remain
trustworthy and consistent.

Digital Identity | Data that collectively represents a People may manage data sharingand
particular person or thing online is | create their own profiles. All
known as a digital identity. It is activities and business processes are
exclusive of personallyidentifiable | tamper-proof andpermanently
information (PII), can safeguard recorded as blockchain transactions,
customer privacy while giving useful| and onlypermissioned network
data to comprehend target markets | members have access.
and specific people.

Hedge Funds | Financial partnerships known as Using cryptographic methods,
hedge funds use pooled capital anda | blockchain technology makes
variety of trading techniques to transactions safe and
generate active returns for their unchangeable. By doing so, the
clients. hedge fund's overall security is

improved and the chance of fraudare
decreased.

Audit and The process of conducting an audit | Provides a visible and secure record

Assurance involves carefully examining the of transactions, whichlowers the
accounting data presented infinancial| chance of fraud. This can assist
statements of a corporation. auditors to spot any inconsistencies
Assurance, on the other hand, or questionable behavior and take
entails evaluating and analysing immediateaction.
various activities,processes, and
procedures.
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4. Some Examples of blockchain used in financial sector
4.1 HDFC Bank

Trade Finance: To simplify its trade finance processes, HDFC Bank has started utilising
blockchain technology. To automate the trade financing process and increase transparency and
efficiency, the bank has created a blockchain-based platform Called Infosys Finacle . With
the use of this platform, the bank can speed up trade finance transactions, eliminate manual

work, and increase documentation accuracy.

KYC Verification: The bank is also investigating how blockchain technology may be used to
enhance its Know Your Customer (KYC) verification procedure. By utilising blockchain,
HDFC Bank has built a decentralised, tamper-proof database of client identities, facilitating

faster and easier customer verification and preserving data privacy and security.

Cross-Border Payment: To enable cross-border payments utilising blockchain technology,
HDFC Bank has teamed with Ripple, a well-known blockchain payment service provider. By
this cooperation, HDFC Bank is able to provide its clients with quick, safe, and transparent

cross-border payment options.

Supply Chain Finance: In collaboration with the National Stock Exchange of India, HDFC

Bank has also developed Invoice Mart, a blockchain-based supply chain financing platform.

By using their receivables from major corporations, this platform enables small and medium-

sized businesses (SMEs) to receive funding at reasonable costs.
4.2 Deloitte

Digital Identity: Deloitte is working on a blockchain-based digital identification system that
gives users secure access to control over, and sharing of their personal data. This system speeds
up identification verification procedures, let people maintain their personal information

securely and easily, and prevent identity theft.

Supply Chain Management: Blockchain technology is being investigated by Deloitte to
enhance supply chain management and traceability. The Firm has created a blockchain-based
technology called Blockchain in a Box that enables businesses to follow the flow of products

and raw materials across their supply chain, enhancing efficiency and transparency.
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Digital Banking: Smart Identity, a blockchain-based technology created by Deloitte, allows
safe and practical digital financial services. By the use of biometric authentication and
blockchain technology, this platform enables users to securely access their bank accounts and

conduct transactions.

Customer Onboarding: Developing a seamless onboarding process for people and
organisation is known as customer onboarding. The larger microservices architecture of the
digital bank accelerator includes the onboarding module. Blockchain-based digital

identification lowers the administrative burden of securely and reliably enrolling new clients.

Loan Management: In order to integrate distributed ledger technology with SAP Loans
Management for Banking, SAP S/4HANA version, Deloitte and SAP are working together, a
blockchain-based solution that uses smart contracts recorded in the blockchain to replace

paper-based certificates of ownership. From loan setup to repayment, this solution is intended

to provide comprehensive servicing for a wide range of lending products, including bonded

loans.

Audit and Assurance: Deloitte is investigating the application of blockchain technology in
audit and assurance services. The company has created a blockchain-based platform called
Deloitte COINIA that enables auditors to access and verify financial data, enhancing the

integrity and dependability of audit reports safely and effectively.
4.3 Axis Bank

Cross-Border Payment: To enable cross-border payment utilising blockchain technology,
Axis Bank has teamed with Ripple, a well-known blockchain payment service provider. By
this cooperation, Axis Bank is able to provide its clients with quick, safe, and transparent cross-

border payment options.

Supply Chain Finance: In collaboration with R3, a preeminent provider of blockchain
software, Axis Bank has launched Invoice Chain, a supply chain financing platform built on
the blockchain. With the help of this platform, small and medium-sized businesses (SMEs)

may use their receivables from huge corporate to acquire funding at reasonable rates.
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KYC Verification: To enhance its Know Your Customer (KYC) verification procedure, Axis
Bank is looking into using blockchain technology. Axis Bank may use blockchain to build a
decentralized, tamper-proof database of client IDs, facilitating faster and easier customer

verification and preserving data privacy and security.

Trade Finance: In order to improve its trade finance processes, Axis Bank is likewise looking
at using blockchain technology. In collaboration with R3 and other institutions, the bank is
piloting Marco Polo, a blockchain-based platform. With the use of this platform, the bank
can speed up trade finance transactions, do away with manual work, and increase paperwork

accuracy.
4.4 Kotak Mahindra bank

Trade Finance: The bank has adopted the Trade Ace blockchain-based technology to
automate the trade financing procedure and boost efficiency and transparency. With the help
of this platform, the bank can speed up the processing of trade finance transactions, do away

with the need for manual involvement, and enhance the documentation's reliability.

KYC Verification: The bank is using blockchain technology to enhance its Know Your
Customer (KYC) verification procedure. By leveraging blockchain, Kotak Mahindra Bank can
build a decentralised, tamper-proof database of client identities, facilitating faster and easier

customer verification and preserving data privacy and security.

Cross-border Payment: In order to enable cross-border payments utilising blockchain
technology, Ripple, a prominent blockchain payment service, has teamed with Kotak Mahindra
Bank. By this relationship, the bank is able to provide its clients with cross-border payment

options that are quick, safe, transparent, and low-cost.

Digital Identity: The bank is using blockchain technology to create a secure digital identity
system that lets people manage and share their personal information. This solution helps speed
up identification verification procedures, deter identity theft, and give users a safe and practical

method to handle their personal data.
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5. Challenges associated with the adoption of blockchain technology in the financial

sector

Cost and efficiency- Peer-to-peer transactions on blockchain networks may be carried out
quickly and efficiently, but at a high aggregate cost that is higher for some types of blockchain
than others. Blockchains consequently provide a productivity conundrum. The procedure
considerably increases productivity at the network-wide scale, but it necessitates a certain

critical mass of nodes.

Security and privacy- While Bitcoin and other cryptocurrencies provide pseudonymity
(Bitcoin transactions are linked to 'wallets' rather than to specific people), many blockchain-
based applications call for smart contracts and transactions to be unquestionably linked to
known identities, which raises serious concerns about both privacy and the security of the
information stored on the shared ledger. Although no technology is totally safe, some contend
that a blockchain's decentralised design and encryption have yet to be breached. Blockchain-
based identities would be distinct and provide a better level of confidence that the person was
who they claimed to be. Driving public adoption of blockchain applications will probably

require aggressively framing the privacy conversation around ideas of value, security, and trust.

Awareness and understanding- The main issue with blockchain are a general lack of
knowledge of the technology and a general lack of comprehension of how it operates,
especially in industries like finance. Investment and idea exploration are being hampered by

this.

Modifications of data- The data that the banking and financial industry stores, particularly
data regarding a transaction, is frequently modified. Due to the challenges, it presents in such
adaptations, the Blockchain system ends up being more of a burden than an asset for the

company. As a result, a few of these financing organisations decide against using it for

transaction recording. The data entering process takes a lengthy time. Given that there may
bemany transactions in the banking industry every day, a lengthy process might postpone the

recording of every such transaction, making the system ineffective.
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Regulatory and Governance- Blockchain regulations are not well defined. Examples of
important regulatory aspects upon which financial institutions rely include dispute resolution
mechanisms, responsible regulatory agencies and their coordination mechanisms, legal
standing of documents/instruments stored on blockchains, liability ownership (of smart
contract failures, etc.), definitions (such as whether virtual currency is a commodity, money,
or property), territorial requirements (such as on data), and regulatory reporting (e.g., EMIR-

related).

For blockchain, there isn't a standardized, open governance framework. Market dynamics
essentially guide decision-making. As a result, there is a danger of infrastructure and network
failure as well as general financial system instability. It might be difficult to put in place an
efficient governance system. There are concerns over whose users or other parties would be in
charge of and responsible for the DL system. Smart contracts, for instance, may involve several
parties (contract authors, contract custodians, and contractual parties), and governance and
liability problems may occur if the contracting parties break their obligations under the

agreement or the smart contract has code or design flaws.
Conclusion

Blockchain technology has the enormous potential to completely transform a number of
sectors, including banking and finance. For companies aiming to simplify processes, cut
expenses, and increase transparency, it offers appealing advantages like decentralisation,

immutability, and security.

Several banks and financial organisations have already begun testing out use cases for
blockchain technology in the financial industry. Blockchain technology is being used in a
number of industries to boost productivity, lower fraud, and promote transparency, including
trade finance, KYC verification, cross-border payments, supply chain financing, digital

identification, hedge funds, and audit and assurance.

While the adoption of Blockchain technology is in the initial stage, it has potential to transform
the industry by overcoming the current challenges prevailing around security, privacy,

efficiency, cost implementation, regulations and governance in the financial sector
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